May 28 2008  rev 2

TO:  Nadcap supplier

PRI has recently changed the process we are using as it relates to Export Control and what authorizations are required before audits can proceed.  (see embedded letter –below) - which was sent to suppliers on May 2 2008.  In connection to that change, we have identified a number of past (completed) Nadcap audits where we need information on the Export Control status of hardware which was reviewed as part of audits of your company.  These audits span the last 5 years.  

We have attached a form which identifies data which will enable us to determine whether EC-LR/Restricted* material/parts were audited as a part of the subject audit.

*“EC-LR/Restricted” is defined as:   All Defense Articles and Technical Data controlled by the ITAR; any foreign origin Defense Articles and Technical Data that would be controlled by the ITAR if of U.S. origin; any dual-use or civil items or Technology controlled by the EAR under any ECCN except EAR99; and includes any foreign origin dual-use or civil items or Technology that would be controlled by the EAR under any ECCN except EAR99 if of U.S. origin.
(NOTE:  this definition has also been updated to the current version)

We need you to supply all relevant data on all hardware on each part reviewed as a part of the job audits on all checklists for each audit listed in the e-mail.  We have attached a file of checklists which show the page on which  the job audits start for each checklist.  This will save you time “hunting” through the checklists to find the job audits.

We need this information on the part(s) in question if either ITAR licensing or EAR restrictions (License, etc.) apply to that specific part number.  The attached file has separate tabs for the ITAR and EAR data. If neither ITAR nor EAR licenses/restrictions apply to that part number please note  “N/A”  on the respective list.

We realize that not all of your hardware is controlled by ITAR/EAR.  If any of the hardware or specifications which were reviewed in the subject audit were not controlled by ITAR/EAR, but were being manufactured for a defense purpose in your or some other country – we also need to have those parts identified on the form as well.  There is a separate tab in the Excel file (marked “non US origin defense”) where you can capture data on this material.  Please complete all the data on the sheet.

If you do not have the information to complete the sheets, you will need to contact your customer(s) and or the prime company who “owned” the material.

This information is very important as we are doing some analysis on our EC information and this data will be reported to the US Government.  If you have questions about this request, contact your Staff Engineer or PRI Scheduling.

We need this information from you no later than June 18th , 2008.  Please send completed form to ericham@sae.org.  

Thank you for your cooperation:

DS Buehler

Mgr. Special Projects and Development

Performance Review Institute

Suppliers May 2, 2008 letter:


[image: image1.emf]C:\Documents  and Settings\dbeuhler\My Documents\A ITAR EAR\New Process April 2008\Final supplier letter  May 1 2008.DOC


Form to gather data:  (NOTE:  the latest form has been substituted in this copy of the letter)


[image: image2.emf]C:\Documents  and Settings\dbeuhler\My Documents\A ITAR EAR\Key documents\Spread sheets\EC-LR spread sheet new audits JUne 18 2008.xls


File which locates job audits on checklists
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Sheet1

		Process		Document		Rev #		Implementation Date		Page		Section

		HT		AC7102		B		1-Dec-96		21		10.1

		HT		AC7102		C		1-Jun-06		25		12.1

		HT		AC7102 (Active)		D		1-Sep-07		29		12.1

		HT		AC7102/1		C		1-Sep-05		6		12.1

		HT		AC7102/1 (Active)		D		1-Sep-07		7		13.1

		NDT		AC7114/1				4-Dec-06		9		6

		NDT		AC7114/2				4-Dec-06		10		7

		NDT		AC7114/3				4-Dec-06		8		6

		NDT		AC7114/4				4-Dec-06		8		6

		NDT		AC7114/1				< 4-Dec-06				7

		NDT		AC7114/2				< 4-Dec-06				8

		NDT		AC7114/3				< 4-Dec-06				7

		NDT		AC7114/4				< 4-Dec-06				7

		WLD		AC7110/1		D or E		1-Dec-06				11

		WLD		AC7110/1		D or E		1-Dec-06				12

		WLD		AC7110/2		D or E		1-Dec-06				11

		WLD		AC7110/2		D or E		1-Dec-06				12

		WLD		AC7110/3		D or E		1-Dec-06				11

		WLD		AC7110/3		D or E		1-Dec-06				12

		WLD		AC7110/4		D or E		1-Dec-06				11

		WLD		AC7110/4		D or E		1-Dec-06				12

		WLD		AC7110/5		D or E		1-Dec-06				11

		WLD		AC7110/5		D or E		1-Dec-06				12

		WLD		AC7110/6		D or E		1-Dec-06				11

		WLD		AC7110/6		D or E		1-Dec-06				12

		WLD		AC7110/7		D or E		1-Dec-06				11

		WLD		AC7110/7		D or E		1-Dec-06				12

		WLD		AC7110/8		D or E		1-Dec-06				11

		WLD		AC7110/8		D or E		1-Dec-06				12

		WLD		AC7110/9		D or E		1-Dec-06				11

		WLD		AC7110/9		D or E		1-Dec-06				12

		WLD		AC7110/1		C		1-Dec-03				2nd or 3rd to last

		WLD		AC7110/2		C		1-Dec-03				2nd or 3rd to last

		WLD		AC7110/3		C		1-Dec-03				2nd or 3rd to last

		WLD		AC7110/4		C		1-Dec-03				2nd or 3rd to last

		WLD		AC7110/5		C		1-Dec-03				2nd or 3rd to last

		WLD		AC7110/6		C		1-Dec-03				2nd or 3rd to last

		WLD		AC7110/7		C		1-Dec-03				2nd or 3rd to last

		WLD		AC7110/8		C		1-Dec-03				2nd or 3rd to last

		WLD		AC7110/9		C		1-Dec-03				2nd or 3rd to last

		WLD		AC7110/1		B		< 1-Apr-03

		WLD		AC7110/2		B		< 1-Apr-03

		WLD		AC7110/3		B		< 1-Apr-03

		WLD		AC7110/4		B		< 1-Apr-03

		WLD		AC7110/5		B		< 1-Apr-03

		WLD		AC7110/6		B		< 1-Apr-03

		WLD		AC7110/7		B		< 1-Apr-03

		WLD		AC7110/8		B		< 1-Apr-03

		WLD		AC7110/9		B		< 1-Apr-03

		FAST		AC7113/1				1-Apr-07		13		12

		FAST		AC7113/2				1-Apr-07		5		4

		FAST		AC7113/3				1-Apr-07		5		4

		FAST		AC7113/4				1-Apr-07		8		4

		FAST		AC7113/5				1-Apr-07		11		4

		MTL		AC7006								has section for Observation of Testing only

		MTL		AC7101/1		C						*NOTE FOR MTL:some auditors use this section, others hand write the section and attach the information anywhere in the audit cklst.

		MTL		AC7101/2		B

		MTL		AC7101/3		B

		MTL		AC7101/4		C

		MTL		AC7101/5		B

		MTL		AC7101/6		B

		MTL		AC7101/7		B

		MTL		AC7101/8		A

		MTL		AC7101/9		A

		MTL		AC7101/11		A

		NM		AC7116/1				Apr. 03 - Feb. 07				9 & 10

		NM		AC7116/2				Apr. 03 - Feb. 07				9 & 10

		NM		AC7116/3				Apr. 03 - Feb. 07				8, 9 & 10

		NM		AC7116/4				Apr. 03 - Feb. 07				8, 9 & 10

		NM		AC7116/1A				Mar. 07				10, 11 & 12

		NM		AC7116/2A				Mar. 07				9, 10, & 11

		NM		AC7116/3A				Mar. 07				8, 9 & 10

		NM		AC7116/4A				Mar. 07				7, 8 & 9

		SE		AC7117				Apr. 03 - Feb. 07				9 thru 14

		SE		AC7117/1				Mar. 07				9, 10 & 11

		SE		AC7117/2				Mar. 07				9, 10 & 11

		SE		AC7117/3				Mar. 07				9, 10 & 11

		SE		AC7117/4				Mar. 07				9, 10 & 11

		SE		AC7117/5				Mar. 07				9, 10 & 11

		CP		AC7108		A		Jan. 1998		6

		CP		AC7108		B		1-Jun-03		6

		CP		AC7108		C		10-Apr-07		6

		CP		AC7108/1		A		1-Mar-98		4

		CP		AC7108/2				1-Jul-97		6

		CP		AC7108/2		A		1-Nov-04		6

		CP		AC7108/3				1-Dec-04		6

		CP		AC7108/4				1-Jun-05		6

		ETG		AC7119				Unknown		Unknown

		ETG		AC7119		A		Oct. 05		21		27

		ETG		AC7119		B		Oct. 06		21		27

		ETG		AC7119		C		Oct. 07		24		22

		ETG		AC7120				Oct. 07		28		25

		FLU		AC7112						N/A

		FLU		AC7112/1				Nov. 1997

		FLU		AC7112/2				Nov. 1997

		FLU		AC7112/3				Dec. 03

		FLU		AC7112/4				Nov. 1997

		FLU		AC7112/6				Mar. 07

		FLU		AC7123				Mar. 07

		SEALS		AC7115				Oct. 01

		SEALS				A		5-May-08

		SLNT		AS7200/1		A		1-Apr-94

		SLNT		AS7202				Oct. 1991

		COMP		AC7118				< 8-Jan-07		11

		COMP		AC7118		A		8-Jan-07		12

		CT		AC7109								No job audits

		CT		AC7109/1				< 1/1/2006		21

		CT		AC7109/2				< 1/1/2006		15

		CT		AC7109/3				< 1/1/2006		15

		CT		AC7109/4				< 1/1/2006		14

		CT		AC7109/5				< 1/1/2006		17

		CT		AC7109/6				< 1/1/2006		11

		CT		AC7109/7				< 1/1/2006		12

		CT		AC7109/1		A		1-Jan-06		21

		CT		AC7109/2		A		1-Jan-06		16

		CT		AC7109/3		A		1-Jan-06		16

		CT		AC7109/4		A		1-Jan-06		11

		CT		AC7109/5		A		1-Jan-06		13

		CT		AC7109/6		A		1-Jan-06		11

		CT		AC7109/7		A		1-Jan-06		11

		CT		AC7109/1		B		29-Jan-07		21

		CT		AC7109/2		B		29-Jan-07		16

		CT		AC7109/3		B		29-Jan-07		14

		CT		AC7109/4		B		29-Jan-07		6

		CT		AC7109/5		B		29-Jan-07		13

		CT		AC7109/6		B		29-Jan-07		10

		CT		AC7109/7		B		29-Jan-07		11
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ITAR (defense)

		ITAR		Supplier Name

		Name and address US Customer		Supplier's Customer Name and address		Part Number		Part Description		Program/Platform Name		USML Category (if part is ITAR)		License Authority

		NOTE 1:  
Place curser over block for additional explanation

		Note 2:
Suppliers must identify all parts, including Technical Data about those parts, that are controlled under the ITAR on this form.  Provide all of the information requested on this sheet for those parts and Technical Data that are to be included in the Nadcap audit to PRI Scheduling before a Nadcap audit will be scheduled

		Note 3:
PRI will start the process of securing TAAS to enable us to review the ITAR materials during the audit; however the Supplier may need to obtain any retransfer approvals from DDTC to provide Technical Data to the Nadcap auditor. Suppliers should consult the ITAR before completing this form for definitions of Technical Data and Defense Articles as well as the US Munitions List.



list aircraft, aircraft engine, missile, rocket, aerospace system or other military system and where in the aircraft, aircraft engine, missile, rocket, aerospace system or other military system that item is located or used

License/License Exemption/Agreement Number /GC Retransfer Authorization - Provide the State Dept license number or license exemption (e.g. 126.5 Canadian exemption, if applicable) or agreement (TAA or MLA) number which originally approved the export of the ITAR parts/technical data to you, as applicable.

NOTE:  if you do not have a license from your customer, mark N/A.

Name and address, including country of the ultimate US customer for the part

Example -  if this is a part on a jet engine -  the name of the engine maker (GE; Pratt & Whitney; Rolls- Royce as examples) would be placed here -  not the name of the airline who will eventually use the finished product.

Name and address, including country of your company's immediate customer if this is sub tier work (from another supplier)

list U.S. Munitions List category, including the paragraph.  

US Munitions List categories can be found at DDTC's web site, and where needed contact your customer and review the P.O. for help:  

http://pmddtc.state.gov/docs/ITAR/2007/official_itar/ITAR_Part_121.pdf

*****:

List the both the ultimate customer's part number and your part number if different from the customer's



EAR (commercial & dual use)

		EAR		Supplier Name

		Name and address US Customer		Supplier's Customer Name		Part Number		Part Description		Program/Platform Name		ECCN number/ technology		License authority		Process Being audited by Nadcap

		NOTE 1:  
Place curser over block for additional explanation

		Note 2:
Explanation -  technologies and parts which are subject to the EAR may be export restricted  (require a license for them to be exported).  Suppliers need to determine the ECCN number & determine whether the part or technology require licensing to be exported or whether the part/techniology is NLR.  If it is EAR 99, the parts or Technology do not need to be listed on this sheet, but all other parts or Technology must be listed with their applicable ECCN.

		Note 3:
The EAR requires the Supplier to secure any reexport approval from the US Commerce Department for release of Technology from the Supplier's home country to a foreign person from a third country including,
where necessary for a Restricted Nadcap Auditor.

		Note 4:
The ECCNs provided by the Supplier for all Technology and parts to be included in the Nadcap audit and the Supplier's country of nationality will be used to determine the nationality of the auditor and whether an export license is required for the Nadcap audit to be conducted.



Name and address, including country of the ultimate customer for the part

Example -  if this is a part on a jet engine -  the name of the engine maker (GE; Pratt & Whitney; Rolls- Royce as examples) would be placed here -  not the name of the airline who will eventually use the finished product.

Name and address, including country of your company's immediate customer if this is sub tier work (from another supplier)

list aircraft, aircraft engine, aerospace system or other system and where in the aircraft, aircraft engine, aerospace system or other system the part is located.

List the Export Control Classification Number, including the paragraph of any Technology or parts, including blueprints, plans, diagrams, models, formulae, tables, engineering designs and specifications, manuals and instructions.  ECCNs can be found at BIS's web site, and where needed contact your customer and review the P.O. for help:  

http://www.bis.doc.gov/licensing/exportingbasics.htm

License/License Exemption - List the number of the Commerce Department license number or EAR license exemption symbol which originally authorized the export of the EAR parts/equipment/or Technology to you, as applicable.

NOTE:  if you do not have a license from your customer - mark N/A.

List the both the ultimate customer's part number and your part number if different from the customer's

List here the type of Nadcap audit to be completed on this part number



non US defense

		Non US defense		Supplier Name

		Name, address and country of ultimate non US  Customer		Supplier's Customer Name and country		non US design authority		Part Number		Part Description		Program/Platform Name		USML Category (if part were ITAR)

		NOTE 1:  
Place curser over block for additional explanation

		Note 2:
If the part or Technical Data is not of U.S. origin and has no U.S. content (design, manufacturing,etc) but is a part of a military, intelligence or defense system, Suppliers need to list the part and its Technical Data on this list and provide all of the information above for each such part and Technical Data so that Nadcap can obtain export license approval to include these parts and Technical Data in the Nadcap audit.  NOTE: PRI will secure a TAA to perform the audit.  This information (completed form) gets sent into PRI Scheduling. Suppliers should consult the ITAR for definitions of Technical Data and Defense Articles and the U.S. Munitions List before completing this form.



Name, address and Country of the Customer which will ultimately receive this product

Example -  if this is a part on a jet engine -  the name of the engine maker (GE; Pratt & Whitney; Rolls- Royce as examples) would be placed here -  not the name of the airline who will eventually use the finished product.

Name, addres,  and country of your company's immediate customer if this is sub tier work (from another supplier)

list aircraft, aircraft engine, missile, rocket, aerospace system or other military system and where in the aircraft, aircraft engine, missile, rocket, aerospace system or other military system that item is located or used

Although this part and its Technical Data are not of U.S. origin, what U.S. Munitions List category of the ITAR would describe the part or Technical Data if it were of U.S. origin ?  See following URL for USML

http://pmddtc.state.gov/docs/ITAR/2007/official_itar/ITAR_Part_121.pdf

Name of the country in which the part or component was designed

List both the ultimate customer's part number and your part number if different from the customer's



non US Commercial

		Non US EAR (civilian/commercial) articles & technology		Supplier Name

		Name, address and country of ultimate non US  Customer		Supplier's Customer Name and country		non US design authority		Part Number		Part Description		Program/Platform Name		ECCN number/ technology		Process Being audited by Nadcap

		NOTE 1:  
Place curser over block for additional explanation

		Note 2:
Explanation: certain parts and technologies even though not of US origin which are commercial or dual-use parts may also require PRI to obtain export licenses in advance to audit, but this can only be determined if the Supplier provides the ECCN for those non-US parts or Technology under the EAR as if they were US origin.

		Note 3:
For any non-U.S. origin parts, Technical Data or Technology that are civilian or dual-use and will be included in the Nadcap audit, the Supplier must identify those parts, Technical Data or Technology on this form and provide PRI with the information on this sheet, so that PRI can determine whether an export license is required to be perform the Nadcap audit.

		Note 4:
Suppliers should consult the Export Administration Regulations for definitions of Technology and Technical Data for purposes of completing this form. Go to http://www.bis.doc.gov/licensing/exportingbasics.htm



Although this Technical Data or Technology are not of U.S. origin, what Export Control Classification Number would describe the Technical Data or Technology if it were of U.S. origin ?
go to BIS website for help

http://www.bis.doc.gov/licensing/exportingbasics.htm

list aircraft; aircraft engine, aerospace system or other system and where in the aircraft, aircraft engine, aerospace system or other system the part is located.

Name of the country in which the part or component was designed

Name, address, including country of your company's immediate customer if this is sub tier work (from another supplier)

Name, address and Country of the Customer which will ultimately receive this product

Example -  if this is a part on a jet engine -  the name of the engine maker (GE; Pratt & Whitney; Rolls- Royce as examples) would be placed here -  not the name of the airline who will eventually use the finished product.

List the both the ultimate customer's part number and your part number if different from the customer's

List here the type of Nadcap audit to be completed on this part number
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May 2, 2008


Export Control (ITAR/EAR) process change

TO:  Supplier name:


Purpose of letter:  to explain to suppliers a recent change in the Nadcap procedure as it relates to Export Control.

Application:  Primarily to suppliers outside the United States who have Export Controlled-License Required/Restricted (EC-LR/Restricted) materials and information.  The term EC-LR/Restricted refers to all Defense Articles and Technical Data controlled by the ITAR, any foreign origin Defense Articles and Technical Data that would be controlled by the ITAR if of U.S. origin, and any dual-use or civil items or Technology controlled by the EAR under any ECCN except EAR99, herein referred to as auditable material.  US located and incorporated suppliers are only affected by this if PRI assigns a Restricted (non US person) to their audit.

The United States government regulates the export of items, services and Technology, including Technical Data and Technology, related to certain products for reasons of national security and foreign policy, among others. The Department of State regulates the export of Defense Articles, Defense Services and Technical Data related to Defense Articles as listed in the US Munitions List (USML) under the International Traffic in Arms Regulations (ITAR). The Department of Commerce regulates the export of Commodities, Technical Assistance and Technology, including Technical Data related to civil and dual use items as listed in the Commerce Control List (CCL) under the Export Administration Regulations (EAR).


PRI has established a system to address these Export Control laws and regulations as they affect the Nadcap program. Over the years we have communicated this system to suppliers and primes in the Nadcap system as we revise our system and approach. The purpose of this communication is to explain the most recent change in the system. 

As of April 21, 2008, all audits of non U.S. companies (companies residing outside the United States) with Export Controlled – License Required (EC-LR) material (see above definition) must have a license that specifically permits the PRI auditor to conduct the audit of those auditable materials. The license must have been issued by the appropriate Governmental agency (US State Department– ITAR;  US Commerce Department – EAR) for the EC-LR parts, products, information or technology  for EC-LR materials to be included in the audit.  A license is required for both Restricted and Unrestricted Nadcap auditors to view EC-LR auditable material, as per the requirements of the applicable law and regulation.

It is the suppliers’ responsibility to know what auditable materials in their facility are EC-LR by these regulations and to control these materials in accordance with applicable regulations.  If you are unsure, you need to request the EC status from your customer.  Suppliers must keep these EC-LR auditable materials out of the audit, unless you possess a license which authorizes PRI auditors/Staff to perform the audit on these materials.  PRI Staff and Nadcap auditors cannot make the decision as to the Export Control status of your auditable material.

To ensure that EC-LR auditable materials can be reviewed in future Nadcap audits, PRI is working to secure Technical Assistance Agreements (TAAs) from the US State Department and appropriate licenses or classification determinations from US Commerce Department.  These licenses will identify the PRI personnel who are authorized to perform and review the results of the audit; and list all the specific auditable materials.  Only the personnel and the auditable materials identified on the license can be audited under that license. To start the licensing activity, PRI must have a complete description of the EC-LR material which the supplier has in their facility.


The following Excel spread sheet has been designed to enable suppliers to list all the relevant information on EC-LR product they have in their facility.

NOTE:  the Excel file has been removed as it is undergoing revision.  


Place your curser over the heading and you will get some additional explanatory information.


Non US suppliers (located outside of the U.S.) who have EC-LR material need to complete this form and e-mail it to the appropriate PRI Scheduling person (see below)* as soon as the information is available.  On receipt of the completed spread sheet, PRI will start the process of securing the appropriate license.  Please ensure that you list all EC-LR auditable material for all the Nadcap accreditations (special processes) from all your customers in your facility.  PRI will work with the appropriate governmental agency to attempt to secure a license(s) which covers all products and processes.  Getting licenses approved is a lengthy process – so the data must be submitted at least 6 months prior to the audit.


· *  If you have Scheduling questions please contact the following: audits in North and South America contact Jamie Heusey jheusey@sae.org (Initial Audits) at +1 724-772-1616 Ext 8582 or Linda Novak LindaB@Sae.org (Reaccreditation Audits) at +1 724-772-1616 Ext 8669;  audits in Europe, Africa, Middle East, India or Pakistan please contact Hannah Bryan Hannah.Bryan@pri-europe.org.uk at +44 870-350-5011; audits in Japan or South Korea contact Yuko Nakamura yuko.nakamura@sae.org at +81 568-35-3520; audits in Asia (other than Japan or South Korea) or Australasia contact Riki Tang tjungyu@sae.org at +86 106-461- 9807.


If PRI does not receive the requested data in time to secure the proper license(s), the audit can only go forward if there is enough non EC-LR auditable material to complete the audit, (proper number of job audits, etc) as per the instructions of the Nadcap Task Group.  

If you determine that there is not enough non EC-LR auditable materials to complete the audit, please alert PRI Scheduling immediately.  This means the Nadcap audit cannot go forward until the license is secured.  PRI will communicate these situations to all Nadcap primes.

Additional Export Control restrictions which suppliers located outside of the U.S. need to observe include the following:


· Our Nadcap auditors and Staff Engineers are not allowed to review any item, Technical Data or Technology used in design, development, production, stockpiling, use, manufacture, construction, testing or maintenance of any (1) encryption item or software; (2) ballistic missile, space launch vehicle, sounding rocket, cruise missile, target drone, reconnaissance drone or any "Rocket System" or "Unmanned Air Vehicle" (as defined in the EAR) regardless of range; (3) chemical, biological or nuclear weapon, (4) nuclear explosive activity, nuclear maritime propulsion project or other nuclear activities of any type or kind; (5) in any item sold or transferred to any military, naval, defense, intelligence, internal security or police end-user in the People's Republic of China or for any "Military End-Use" (as defined in the EAR) in the People's Republic of China.   It is the supplier’s responsibility to ensure than none of this “end use” material is included in the audit.


Suppliers are now required to take the following actions:

· Communicate this change to the appropriate personnel in your facility in advance of the Nadcap audit.


· Review the amount of non EC-LR auditable material you have in your facility.

· Complete the Excel spread sheet (above) for all EC-LR material that is in your facility.  Send it to the appropriate PRI Scheduling person (see above) as soon as it is completed. 


· If no licenses for the Nadcap audit activity exist (as of this date there are none) - verify that sufficient non EC-LR auditable material exists to complete the audit; that is, there is sufficient non EC-LR material to complete the required number of job audits for each scheduled audit scope.


· Ensure that no unlicensed EC-LR material is used during the audit.

If you have questions about this communication, contact your Staff Engineer or your Scheduling contact.  If you have questions about the regulations or classifications of EC-LR material, please refer them directly to your customers.

DS Buehler,  Mgr


Special projects and Development


PRI
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