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Icons Icons used in this QRG

é)“EMO«;, Paragraphs with this icon attached contain information
that requires special focus and care taking.

Ny,
S@V@ This icon indicates areas that may cause concern.
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Overview
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Definition Federated Identity Service (FIS)

Exostar's Federated Identity Service (FIS) is a comprehensive
PKI solution that enables full lifecycle management of
certificates, strong authentication practices and controlled
access to applications through Exostar’'s Managed Access
Gateway (MAG).
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Problem Statement In order to access SAP Sourcing from an external computer,
an Exostar FIS certificate needs to be used for login.

Billing and Support Logout

Organization : Rolls-Royce/GSP Test \l Credential Strength : Basic Software Certl

If no FIS certificate is used, the link to SAP Sourcing is not
visible to the end user.

Home Useful links Supplier search

About Global Supplier Portal
Rolls-Royce home

GSP support - intermal users
Getting access to the GSP
Supplier Code of Conduct

Sign on to eFairs
eFairs instructions
Getting access to eFairs

Request password reset

dent T I
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Sign on to SAP Sourcing U.S. Server
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System Flow
Potential Root Causes
Root Cause 1 - GSP Log In
Root Cause 2 - Validity of FIS Certificate
Root Cause 3 - Installation of FIS Certificate

Root Cause 4 - Advanced Login Option
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System Flow There are a number of potential root causes for this FIS issue, please follow
the check list below to get this resolved:

GSP Log In

Are you logged in to the Global Supplier Portal (GSP)?

Potential Root Causes
' ‘ Validity of FIS Certificate

Is your FIS certificate still valid in Exostar?

( ) Installation of FIS Certificate

Is your FIS certificate installed on your computer?

( ) Advanced Login Option

Do you use the advance login options?
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System Flow

Are you logged in to the
Global Supplier Portal
(GSP)?
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Root Cause 1- GSP Log In

Rolls-Royce

Home/Login Useful links Supplier documents

Global Supplier Portal
I

General links

About Global Supplier Portal
Rolls-Royce home

Getting access to the GSP
Supplier Code of Conduct

Request password reset

Resources

GSP Rolls-Royce orientation

- - . .7 . »
e0608w | S0 88 88000

If the s button is visible you are not logged in to the GSP.

Please press i

<o
The login process is described here.



https://suppliers.rolls-royce.com/GSPWeb/ShowProperty?nodePath=/BEA Repository/Global Supplier Portal/Section DocLink Lists/Supplier training/eSourcing guidance/Column 1/Section 1/Documents/How to Login to SAP Sourcing//file

System Flow

GSP Log In
Are you logged in to the Global Supplier Portal (GSP)?

' ‘ Validity of FIS Certificate

Is your FIS certificate still valid in Exostar?

( ) Installation of FIS Certificate

Is your FIS certificate installed on your computer?

( ) Advanced Login Option

Do you use the advance login options?
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System Flow

Is your FIS certificate still
valid in Exostar?
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Root Cause 2 - Validity of FIS Certificate 1/5

Home My Account Provider Administration Reporis Adoption
My Applications Legend: " Active £ Action Required (@ Access Pending < Access Suspended
Company-Application Status Announcements
Boeing Inactive
Boeing Portal

Supply Chain Platform - Boeing
(BSCP)

Request Access

Inactive

Request Access

Pending Acceptance of Terms & Conditions

Supply Chain Platform - Boeing 787

SCMP Acceptance by Organization Administrater required
View Administrator(s)
Exostar LLC Active
Federated Identity Service (FIS) v Basic Software |dentity-Certificate expires 27 Dec, 2017 05:04 AM UTC

Check if the Certificate is still valid.

<
The following are possible status:

Active - Certificate is valid

Inactive - Request Access

Pending Application Administration Approval
Pending Download

Certificate Expired



System Flow

Status:
Inactive
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Root Cause 2 - Validity of FIS Certificate 2/5

| Exostar LLC
Federated |dentity Service (FIS)

o Press on link Request Access

Request Access o

FIS Certificate Information

Federated Identity Service

(FIS) Sponsor Code(s):

= Pariner/Application ‘ Rolls-Royce GSP

* Certificate Assurance
Level: (Basic v

= Ceriificate Usage
* Certificate Type:
* Certificate Validity Period-
~ Reguest Reason:

User Information

*First Name:

Middle Name: [ ]

*Last Name:
Email: sebastian.roesch@rolls-royce.com

“Prone:

Fax [ ]

Please complete and submit the following information regarding this application group. Fields marked with asterisks(*) are required

This is an optional field. If available, enter comma-separated sponsor code(s). For help on Sponsor Codes,

view more information.

Select the pariner or application for which you are requesting FIS certificates

Not sure of what to choose for any of these fields? - View more information on Certificate Assurance Level

Tvype and Usage.

~Street Address 1
Street Address 2
*City

*State:
*Zip/Postal Code

“Country

Street 1

|

Gotham City
12354

Werify your user information with special atiention to the email address. If you need to change your email address, you must change it before submitting your certificate request

[United States

=

@D Fill out the form and then press BLEEA.




Root Cause 2 - Validity of FIS Certificate 3/5

System Flow

Exostar LLC F'en_ding Application Administrator Approval
Federated Identity Service (Fli! 0 (

=l OTTW A genty
View Administrator(s)

o Press on link viewadminisiraiors) - to retrieve the list of Administrator(s). Contact
one of them to approve.

Status: Once an Administrator has been contacted, the Administrator will carry out the
Pending Application following steps to approve the request:

Administration Approval -
Home My Account Administration Provider Administration Registration Requests Reports

Authorize User Authorize Application | Authorize FIS

Filter Requests By:
Search For: Using |Select Field to Filter v

Need additional help? - Refer Request Management Guide for Administrators
Request still pending? The system may still be processing. Click the sub-tab to refresh the screen and update the status.
Action: Arove Selected Reuests Lles YYou can approve/deny a maximum of 30 requests at a time

4

Select Requestld = Last Name 2 First Name 2 UseriD # Email = Existing = Requested =
User SP Subscription q sebastian.roesch@rolls- F
FIS1498142383487 Des Ll doei 2888 | royce.com LA [asic A

"W Home My Account Administration Provider Administration
@D Press vland select ‘Approve Selected "o cermeer \

Taking this action will automatically approve all selected requests. Continue?

Requests’ as Action. ves | o]
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System Flow

Status:
Pending Download
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Root Cause 2 - Validity of FIS Certificate 4/5

Exostar LLC i ) i
Federated Identity Service (FIS) Basic Software |dentity-Passcode expires 22 Jul, 2017 10:47 AM EDT
& | Fending Download
ey

The status of the certificate will change to Pending Download once the
admin has approved. At the same time an email will be sent from Exostar to
the user with the passcode to download the FIS Certification.

o Press on link Pending Download

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates

Download Certificates

Important Note: You have 15 attempts to enter your passcode correctly:
- Failure to enter your passcode correctly after 15 attempts may require you to reproof and additional charges for reproofing will apply

@D [Fosscose [assssssssssaseens])
e _d
Helpful Tips:

= Make sure your system meets the requirements for downloading certificates

= Enter your entire 16 digit Passcode including hyphens (-). Avoid exira spaces.

= |f you are installing your certificates on a token, you MUST run the system check to ensure there is enough room on your token to download additional certificates.
= Need additional help? Refer Online Help for FIS

= See an error on this page? Find out more.

= |f your Passcode is lost or compromised or locked out, you must reapply for FIS Certificates

Note: Once you reapply, your request will go through the approval process and you will receive an email notification regarding next steps.

@D Copy the Passcode from the e-mail and paste it into the Passcode field.
€D Press LWL



System Flow

Status:
Certificate Expired
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Root Cause 2 - Validity of FIS Certificate 5/5

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions \lManageCeniﬁcaiesl| Manage OTP | Connect Accounts

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates -

Reapply for FIS certificates

You may reapply for FIS Certificates for any of the following reasons:
+ Your passcode has been locked
+ Your certificates have been revoked
+ Your certificates have expired
+ You are looking to upgrade from Basic certificates to Medium level certificates
+ Your company administrater has instructed you to reapply for FIS certificates
If you are attempfing to renew an expiring certificate, you MUST click on Renew Certificates to start the renewal process

Note: Once you reapply, your request will go through the approval process and you will receive email notification regarding the next steps. Be aware that by initiating this process
+ Your organization may incur additional costs; and

« If you are approved for Medium Level of Assurance (MLOA) certificates, you will be required to appear for a face-to face proofing session

Reapply

If the FIS certificate has expired, select My Account Tab and then press
Manage Certificates | | [IEETMN and BLEIZUM and then follow @ to @ -

s

In case of issues please refer to Exostar’s FIS site.



https://my.exostar.com/display/TE/FIS+FAQs
https://my.exostar.com/display/TE/FIS+FAQs

System Flow

GSP Log In
Are you logged in to the Global Supplier Portal (GSP)?

Validity of FIS Certificate

Is your FIS certificate still valid in Exostar?

Installation of FIS Certificate
Is your FIS certificate installed on your computer?

Advanced Login Option

Do you use the advance login options?

LU

16 | Non-Confidential | ©2019 Rolls-Royce

| Not subject to Export Control A.



System Flow

Is your FIS certificate
installed on your
computer?
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Root Cause 3 - Installation of FIS Certificate 1/3

Edit  Wiew Favorites

My A

My Applications

Company-Applic

Exostar LLC
Federated Id

Rolls-Royce
Rolls-Royce

Rolls-Royce

Help

@D Press kil and then

Delete browesing history...
InPrivate Browsing

AuctiveX Filkering

Fix connection problerms...
Reopen last browwsing sessian

Add site to Start menu

Wiew downloads
Pop-up Blocker
SmartScreen Filter

Manage add-ons
Carnpatibility View settings

Suhscribe to this feed..
Feed discovery

Perfarmance dashboard

F1Z Dewveloper Tools

OreMote Linked Motes
Lync Click to Call
Zend to OneMote

Reportwebsite problems

Ctrl+Shift+Del
Ctrl+Shift+P

p ressS [Internetoptions |

Ctrl+)

Ctrl+Shift+U

Rolls-Royce [

Internet options




System Flow

Is your FIS certificate
installed on your
computer?
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Root Cause 3 - Installation of FIS Certificate 2/3

Internet Options

P |

|
| General I Security | Privacy I Content IAdvanced|

Certificates

Use certificates for encrypted connections and identification.

Clear 351 state ! Certificates l Fublishers

AutoComplete

I ;% Certificates — - ——

Intended purpose: [cAII>

v]

Feeds and

E Personal ‘ Other People I Intermediate Certification Authorities | Trusted Root Certification| ! | *

‘éed To Issued By Expiratio...

| Exostar UAT FIS Signi...

« Sebastian Roesch (... RolisRoyce-EMEASUb1
[5lsebastian Roesch T... Exostar Federated Id...  3/23/2018
(5lsebastian Roesch_... Exostar Federated Id...  12/27/2017
[5lSebastian Roesch_... Exostar UAT FIS Signi...  1/6/2018
[ilsebastian.roesch@... Communications Server  12/21/2015
[plsebastian.roesch@... Communications Server  10/10/2017
(5l Testuser30_0179(... Exostar UAT FIS Signi...  3/13/2018
plTestuser31_9383(... Exostar UAT FIS Signi...  2/6/2014

-

Friendly Mame

<None >
Sebastian Roesc...
Sebastian Roesch
Sebastian Roesch
<None >

<None >

Test user30

m

Test user31 2

[ Import... ][ Export... H Remove ]

.@. Soml

Certificate intended purposes

Client Authentication, 1.3.6.1.5.2.3.4

Learn more about certificates

@& Sclect Content Tab and
then press i

@& Check Validity of
certificate and then
press  des

If FIS certificate is not
installed, please follow
slide 19.



System Flow

Is your FIS certificate
installed on your
computer?
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Root Cause 3 - Installation of FIS Certificate 3/3

N o K

Edit Profile | View Organization Details | Change Password | Change Security Questions l IManage Certificates | Manage OTP | Connect Accounts

View Certificates Recover Encryption Keys || Renew Certificates Reapply

Certificates

You should revoke your digital certificates immediately if you suspect that any of these conditions has occurred:
+ Loss of your private key (For example, you lost your laptop containing your certificates)
+ Compromise or theft of your private key
+ Fraud

All your FIS certificates will be revoked when you click on "Revoke" below

Certificate Template Subject DN ‘gz:ijo? Valid From Valid To
. = = CN=John Doe_2648(Bldentity), OU=GSP Test, O=Rolls-Royce, 22 Jun, 2017 10:39 22 Jun, 2018 10:39
ExostarFISBasicSoftwareldentity CerlificateV3 DC=securepass, DC=exastartest, DC=com 1 Year AM EDT AM EDT 1100,
@ -Revocation Reason: [Certificate Compromised ~)
Comments
(Maximum 300
characters):

@D Sclect My Account Tab and then press Manage Cettiicates and :

© Press v and select ‘Certificate Compromised’ as Revocation Reason and the
press Revokel .



System Flow

GSP Log In
Are you logged in to the Global Supplier Portal (GSP)?

Validity of FIS Certificate

Is your FIS certificate still valid in Exostar?

Installation of FIS Certificate
Is your FIS certificate installed on your computer?

Advanced Login Option

Do you use the advance login options?

U le)lg)ls)
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System Flow

Do you use the advance

login options?
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Edit  ‘“iew Favorites [(IGEIE

Horre a Suggested 5

R — —
EXOS

My A

My Applications

Company-Applic

Exostar LLC
Federated Id

Rolls-Royce
Rolls-Royce

Rolls-Royce

Help

Delete browesing history...
InPrivate Browsing
AuctiveX Filkering

Fix connection problerms...

Reopen last browwsing sessian

Add site to Start menu

Wiew downloads
Pop-up Blocker
SmartScreen Filter

Manage add-ons
Carnpatibility View settings

Suhscribe to this feed..
Feed discovery

Perfarmance dashboard

F1Z Dewveloper Tools

OreMote Linked Motes
Lync Click to Call
Zend to OneMote

Reportwebsite problems

Ctrl+Shift+Del

Ctrl+Shift+P

Ctrl+)

Ctrl+Shift+U

Rolls-Royce [

Internet options

Root Cause 4 - Advanced Login Option 1/3

If the “Select Certificate”
screen is not showing, then
carry out the following steps
to clear browser history:

@D Press i and then

p ressS Intemetoptions |



Root Cause 4 - Advanced Login Option 2/3

System Flow e | @D Press _o==. and then

—
General | seaurity | Privacy | Content | Advanced|

press o |

Home page

To create home page tabs, type each address on its own line.
B o - @& Sclect Temporary
: Internet Files and
Ser website files, Cookies

_) Start with tabs from the |ast session

Do you use the advance o S and website data and

- . abs -
login options? History and then press
Browsing history Delete

Delete temporary files, history, cookies, saved passwords, and web
form information.

[] Delete browsing history an exit

Delete Browsing History [
o

Appearance [] Preserve Favorites website data
- Keep cookies and temporary Internet files that enable your favorite
[ coors ][ tenguages | [ Fonts ][ Accessiity | websites to retain preferences and display faster,
@ Some settings are managed by your system : e Y
| | [¥/Temporary Internet files and website files
acplv Copies of webpages, images, and media that are saved for faster
viewing.
Cookies and website data

Files or databases stored on your computer by websites to save
preferences or improve website performance.
istory

List of websites you have visited,

[] Download History
List of fles you have downloaded.

[] Form data
Saved information that you have typed into forms.

[] passwords
Saved passwords that are automatically filed in when you sign in
to a website you've previously visited.

[~| Tracking Protection, ActiveX Filtering and Do Not Track
A list of websites exdluded from fitering, data used by Tracking
Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Not Track requests.
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Root Cause 4 - Advanced Login Option 3/3

B T8 fomi o Press| cesssstate |

General | seauity | Privacy | Content J advanced
catcas @ Go to Exostar (do not

Use cartificates for encrypted connections and identification.
fa 4 .
[ B use Windows Explorer
— Favourites) and then
?? AutoComplete stores previous entries Ch oose MAG Login S

on webpages and suggests matches
for you.

Do you use the advance E Advanced Login
&

System Flow

content from websites that can be
read in Internet Explorer and other

login options?

b

EITE

n Login
@ Some setiings are managed by your system administrator.
2 UserID |
oK Cancel Apply
™ Password
Forgot Password?
[ )
Advanced Login Options
Single Sign On (EAG]
L Read more
Digital Certificates (Hardware|
v Read more
= Digital Certificates (Software!
o *  Read more
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https://my.exostar.com/

System Flow

GSP Log In
Are you logged in to the Global Supplier Portal (GSP)?

Validity of FIS Certificate

Is your FIS certificate still valid in Exostar?

Installation of FIS Certificate
Is your FIS certificate installed on your computer?

Advanced Login Option

Do you use the advance login options?

<Jle)lg)lg
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Support

Please find Exostar/ GSP/ SAP Sourcing guidance documents
(Supplier Documents = Supplier Training = eSourcing guidance)

Please contact the Exostar support
in the following cases:

Exostar login issues
Exostar registration issues
FIS certificate issues

Link to SAP Sourcing missing (Exostar to resolve certificate issues)

Please contact the Rolls-Royce support (Supplier
Documents = Help) in the following cases:

SAP Sourcing issues

SAP Sourcing login issues


https://suppliers.rolls-royce.com/GSPWeb/appmanager/gsp/guest?sabre/default.html
http://www.myexostar.com/Online-Support/
http://www.myexostar.com/Online-Support/
http://www.myexostar.com/Online-Support/
http://www.myexostar.com/Online-Support/
https://suppliers.rolls-royce.com/GSPWeb/appmanager/gsp/guest?sabre/default.html

ROLLS

ROYCE

Change History

Issue | Change Date Name

Initial Issue 15th Oct 2019 Kristin Hohne

26 | Non-Confidential | ©2019 Rolls-Royce
| Not subject to Export Control



